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Abstract—Blockchain phishing scams cause billions in annual
losses, yet extreme data imbalance severely hampers existing
detection algorithms. Current dynamic graph generation methods
fragment structures and generate erroneous connections, failing
to capture local dynamic patterns vital for node classification.
This raises critical questions: Can models minimize isolated sub-
graph generation? How can they learn and replicate structured,
recurring interaction patterns?

To answer these questions, we introduce GraphFlowGen, an
end-to-end deep generative framework. To minimize isolated
subgraph generation, GraphFlowGen employs a novel prepro-
cessing module that jointly extracts structural and temporal
contexts from transaction data, preventing fragmentation and
information loss. To learn and replicate structured interaction
patterns, it incorporates a Transformer encoder with Graph
Attention Networks (GAT) to capture node connection dynamics
and temporal evolution. To ensure high fidelity while reducing
erroneous links, a reinforcement learning (RL) mechanism itera-
tively refines generated graph structures. Empirical validation on
three real-world datasets demonstrates the effectiveness of our
algorithm in local dynamic graph generation and its utility for
downstream phishing detection tasks.

Index Terms—Dynamic graph generation, Blockchain, Phish-
ing detection, Data augmentation

I. INTRODUCTION

ETHEREUM [1], as one of the most prominent blockchain
platforms, leverages decentralized ledger technology to

enable secure peer-to-peer transactions without relying on
trusted intermediaries. Built upon foundational principles such
as distributed consensus, immutability, and cryptographic
security, Ethereum further supports smart contracts—self-
executing programs that have driven transformative innova-
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tions in domains including finance, supply chain management,
and decentralized applications (dApps) [2].

However, its rapid adoption has also attracted a grow-
ing number of malicious actors [3], leading to a surge in
blockchain-based phishing scams. These attacks commonly
deceive users through tactics such as counterfeit wallet in-
terfaces, fraudulent token airdrops, and impersonated smart
contracts [4], resulting in billions of dollars in annual losses
and significantly eroding trust in the broader ecosystem.

To address this challenge, researchers have developed graph
learning–based detection approaches that model Ethereum
transactions as dynamic networks. For instance, Jung et al. [5]
employed data mining techniques for fraud detection, while
Chen et al. [6] proposed a graph embedding method to identify
phishing accounts based on transaction topology. Although
these methods show promising results, their effectiveness is
fundamentally constrained by severe class imbalance: in real-
world datasets, phishing nodes constitute only a very small
fraction of all addresses [7], [8]. Consequently, models tend
to overfit to benign patterns and exhibit limited sensitivity to
rare malicious instances.

A promising direction to mitigate this issue is synthetic
data augmentation via dynamic graph generation. Recent
frameworks such as TagGen [9] and TIGGER [10] generate
temporal graphs using random walks or point processes,
primarily optimizing for global statistical properties (e.g.,
degree distribution). Nevertheless, these approaches are not
well suited for security-sensitive tasks. Phishing detection
relies less on macro-level graph characteristics and more on
fine-grained, local behavioral signatures—such as star-shaped
outflows, sudden bursts in transaction activity, or persistent
interaction patterns among small groups of nodes. Moreover,
existing generators often fragment node trajectories across
time or construct disconnected subgraphs by stitching them
together with heuristic edge-formation rules, which can lead to
temporally inconsistent neighborhood structures and spurious
connections that distort the very behavioral cues essential for
accurate detection.

As a result, current graph generation techniques fall short
of meeting the specific demands of security-focused synthesis.
We contend that effective generation for imbalanced phishing
detection must fulfill three essential criteria:

• Temporal Coherence: Maintain consistent evolution of
node neighborhoods over time, preventing disjointed tra-
jectories that arise from processing snapshots indepen-
dently or relying on biased sampling strategies.
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• Topological Fidelity: Preserve realistic local connectivity
around known phishing nodes, avoiding the introduction
of artificial edges or the disruption of authentic relation-
ships through arbitrary graph modifications.

• Behavior-Aware Dynamics: Accurately replicate fine-
grained node-level activity patterns, including bursts in
transaction frequency, stability in functional roles, and
diversity in interaction partners, all of which are charac-
teristic of actual phishing operations.

Considering these criteria, we introduce GraphFlowGen, an
end-to-end deep generative framework designed specifically
to synthesize high-fidelity temporal transaction graphs that
embody the structural and behavioral traits of phishing behav-
ior. GraphFlowGen consists of three primary components: a
preprocessing module for joint structural-temporal context ex-
traction, a hybrid encoder combining Transformer and Graph
Attention Network (GAT) architectures, and a reinforcement
learning–based optimization mechanism.

To ensure temporal coherence, the preprocessing module
constructs continuous node trajectories by aligning transaction
events across consecutive time intervals instead of treating
each interval in isolation. Nodes receive appearance-order
embeddings, and the Transformer processes historical se-
quences using positional encodings to capture both long-term
trends and short-term deviations. An autoregressive strategy
conditions the generation of each new snapshot on previously
generated outputs, thereby enforcing smooth neighborhood
evolution.

To ensure topological fidelity, the GAT component learns
context-sensitive representations by attending to local ad-
jacency structures, preserving genuine dependencies among
transacting entities. Edge creation during synthesis is driven by
learned attention weights rather than heuristic rules, reflecting
authentic structural priors. The reinforcement learning module
further enhances fidelity by penalizing topological anomalie,
through a reward function that prioritizes realistic connectivity
around minority-class seed nodes.

To support behavior-aware dynamics, the Transformer-
GAT architecture jointly models node attributes, together with
interaction patterns within local neighborhoods. The reinforce-
ment learning agent iteratively refines the generation process,
with rewards derived from behavioral similarity measures.
This ensures that synthetic subgraphs exhibit the nuanced char-
acteristics necessary for training effective phishing detectors.

With these designs, GraphFlowGen can generate realistic
dynamic graphs without requiring labels as explicit input
features, yet effectively guided by minority-class samples,
making it especially suitable for augmenting limited phishing
samples in highly imbalanced blockchain environments. While
motivated by blockchain phishing detection, our framework is
general-purpose and applicable to any dynamic graph domain
requiring high-fidelity local structure synthesis.

In summary, our key contributions are:
• We provide the first systematic analysis of temporal

graph generation requirements for imbalanced anomaly
detection, identifying temporal coherence, topological fi-
delity, and behavior-aware dynamics as three fundamental
dimensions.

• We propose GraphFlowGen, an end-to-end deep gen-
erative framework tailored for synthesizing high-quality
minority-class temporal subgraphs. It uniquely integrates
joint structural-temporal encoding with RL-guided opti-
mization to preserve local dynamic patterns across time.

• We validate GraphFlowGen on multiple real-world dy-
namic graph datasets—including Ethereum (blockchain),
Stack Overflow (user collaboration), and Wikipedia
(editing interactions)—demonstrating its superior ability
to generate realistic local structures (e.g., star motifs,
wedges) and significantly boost downstream detection
performance. Our results show consistent improvements
over state-of-the-art baselines across diverse network
types, confirming the generalizability and effectiveness
of our approach.

The remainder of this paper is organized as follows. Section
II reviews related work. Section III revisits problem definition
and challenges. Section IV details the design of GraphFlow-
Gen. Section V introduces the experimental setup and the
evaluation results, and Section VI provides the conclusion.

II. RELATED WORK

A. Phishing Scam Detection on Blockchain

Phishing scams on blockchain platforms, particularly
Ethereum, have garnered significant attention due to their se-
vere economic impact. Early approaches focused on rule-based
and data mining techniques to identify fraudulent patterns in
transaction networks. For instance, Jung et al. [5] employed
data mining methods for Ethereum fraud detection, while Chen
et al. [11] developed heuristics for detecting Ponzi schemes
by analyzing transaction flows.

More recent works have leveraged graph-based represen-
tations to model Ethereum transactions as networks, enabling
the capture of complex interactions. Chen et al. [6] proposed a
graph embedding approach for phishing detection in Ethereum
transaction networks, utilizing techniques inspired by Deep-
Walk [12] and node2vec [13] to embed accounts and detect
anomalous clusters. Similarly, Wu et al. [14] utilized network
embeddings to identify phishers through community analysis,
incorporating inductive learning methods like GraphSAGE
[15] for scalable representation. Advanced deep learning mod-
els have further improved detection accuracy; Other studies,
such as those by Mighan et al. [16], explore forking-based
attacks in Ethereum’s proof-of-work consensus, highlighting
vulnerabilities that phishing scams can exploit. Despite these
advancements, a common challenge across these methods
is the severe class imbalance in blockchain datasets, where
fraudulent transactions are rare, leading to biased models prone
to overfitting and reduced generalization [17]. Consequently,
there is a growing need for data augmentation strategies, such
as synthetic graph generation, to balance datasets and enhance
detection performance in real-world.

B. Dynamic Graph Generation

Dynamic graph generation techniques aim to synthesize
evolving networks that capture temporal dependencies, with
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Fig. 1: Comparison of graph snapshots: (a) true original graph; (b)TagGen [9], (c)TIGGER [10], and (d)DGGEN [27]: snapshots
generated by three distinct algorithms.

applications in social sciences, finance, and blockchain se-
curity. These methods overcome limitations of static graph
models by simulating structural changes over time. Surveys by
Kazemi et al. [18] and Ju et al. [19] provide overviews of rep-
resentation learning for dynamic graphs, highlighting temporal
embeddings and recent advances through 2024. We categorize
methods based on their mechanisms, noting strengths and areas
for improvement in local and temporal modeling.

Autoregressive models, such as GraphRNN [20], sequen-
tially predict nodes and edges, offering scalability but often
relying on biased random walks [21], which fragment struc-
tures and inadequately capture node evolutions like degree or
clustering changes. TagGen [9] generates graphs via temporal
random walks and local perturbations. GAN-based approaches,
including GraphGAN [22], DyngraphGAN [23], and GCN-
GAN [24], leverage adversarial training for embeddings and
link prediction. However, subgraph splicing can disrupt topolo-
gies and introduce spurious connections, reducing fidelity in
sparse networks.

Diffusion-based models, like those in [25] and motif-aware
MoDiff [26], provide probabilistic synthesis via continuous-
time processes, improving noise handling over variational
autoencoders. Yet, they involve high training costs, limiting
real-time use. Hosseini et al. [27] offer an encoder-decoder
framework for continuous-time generation. Temporal-specific
models address evolutions through memory mechanisms (e.g.,
TGN [28], DyRep [29]), continuous embeddings [21], induc-
tive walks [30], [31], and attention (GAT [32]). TIGGER [10]
integrates point processes for scalable interaction graphs.
These enhance reasoning but often neglect fine-grained node
behaviors, such as evolving adjacency lists and neighborhood
shifts. A persistent challenge is incomplete node behavior
modeling, yielding graphs that fall short of real dynamics [33].
This prompts inquiries into reducing independent subgraph
generation and learning recurrent patterns-core to our research.

GraphFlowGen mitigates these via a joint sampling strategy,
Transformer-GAT encoding, and RL optimization, avoiding
fragmentation and overheads for improved blockchain phish-
ing detection.

III. PROBLEM DEFINITION AND CHALLENGES

In this section, we formally define the problem of phishing
scam detection on blockchain platforms under data imbalance
and introduce dynamic graph generation as a key technique to

address it. We motivate the need for synthetic augmentation
and outline how our GraphFlowGen framework leverages
temporal graph modeling to generate realistic subgraphs for
balancing datasets.

A. Problem Definition

We model the Ethereum transaction network as a discrete-
time dynamic graph G = {Gt}Tt=1, where each snapshot
Gt = (Vt, Et, Xt) consists of a node set Vt representing
unique addresses active during time window t, an edge set
Et ⊆ Vt × Vt denoting directed transactions, and a node
feature matrix Xt ∈ R|Vt|×d, where each row encodes address-
level statistics such as in/out degree, transaction frequency, and
balance change computed from raw ledger data. Each node
v ∈ Vt is associated with a binary label yv ∈ {0, 1}, where
yv = 1 indicates a phishing account.

Given a historical sequence of snapshots {G1, · · · , Gt−1}
and a set of known minority-class phishing seed nodes S ⊆⋃t−1

i=1 Vi, our goal is to generate a synthetic snapshot Ĝt that
preserves realistic local structural patterns around phishing
seeds, maintains temporal continuity with prior snapshots, and
contains no ground-truth labels, ensuring compatibility with
downstream training.

The augmented dataset Daug = {(Gt, Yt)} ∪ {(Ĝt, Ŷt)} is
then used to train phishing detectors with improved recall on
rare events.

Unlike generic graph generation tasks that prioritize global
statistics, data augmentation for fraud detection demands high
fidelity in local behavioral dynamics. Specifically, a useful
generator should capture recurrent interaction patterns as well
as the continuous evolution of node neighborhoods. Critically,
the generation process must avoid producing isolated sub-
graphs disconnected from the broader network context and
must faithfully simulate how local neighborhoods change over
time. Failure to maintain contextual connectivity or to replicate
realistic neighborhood dynamics results in synthetic graphs
that lack the structural signatures of real phishing behaviors,
ultimately limiting their effectiveness in improving detection
performance.

B. Challenges

However, prevailing dynamic graph generation methods
struggle to preserve such spatio-temporal regularities, leading
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Adjacency matrix

0 1 2 3 4 5 6 7

0 0 1 1 0 0 0 0 0

1 1 0 0 0 0 0 0 0

2 1 0 0 1 1 1 1 0

3 0 0 1 0 0 0 0 0

4 0 0 1 0 0 0 0 0

5 0 0 1 0 0 0 0 0

6 0 0 1 0 0 0 0 1

7 0 0 0 0 0 0 1 0

(b)

Adjacency list

0 1 2

1 0

2 0 3 4 5 6

3 2

4 0

5 2

6 2 7

7 6

(c)

Fig. 2: (a)The connected dynamic graph sequence; (b) The concatenated adjacency matrix; (c) The adjacency list.

Fig. 3: Figure illustrates the structural evolution of a dynamic
network across different snapshots, with the left portion rep-
resenting the true graph structure of the previous snapshot
(t−1), and the right portion depicting the true graph structure
of the subsequent snapshot (t). This visualization suggests
that a random walk scheme spanning snapshots may lead to
the fragmentation of temporal structural information. During
training, when the algorithm predicts new nodes for the next
snapshot, the model is limited to relying solely on the local
dependencies from the previous snapshot, failing to fully
capture the global temporal context.

to synthetic graphs that lack realism and utility for minority-
class augmentation, as shown in Figure 3 and Figure 4. We
identify three interrelated challenges:

• Challenge 1: Limited temporal coherence in neighbor-
hood representation. Many approaches rely on biased
random walks that implicitly prioritize transitions to
nodes in recent snapshots. While this simplifies tem-
poral modeling, it fragments node trajectories across
time, undermining the ability to capture consistent, node-
specific neighborhood evolution and yielding temporally
inconsistent structural representations.

• Challenge 2: Topological inconsistency in synthetic
graph construction. Existing methods often generate
independent node sequences and assemble graphs via

inter-sequence splicing or stitching. This decouples topol-
ogy formation from temporal dynamics, frequently intro-
ducing artificial edges or breaking genuine connectivity,
thereby compromising the topological fidelity of the
generated graphs.

• Challenge 3: Lack of behavior-aware node dynam-
ics modeling. Most frameworks treat nodes as passive
entities and fail to model behavioral attributes—such as
transaction frequency, interaction diversity, or role stabil-
ity over time. Consequently, the synthesized graphs miss
the nuanced local variations essential for augmenting
minority classes in imbalanced fraud detection, where
subtle behavioral cues drive discriminative performance.

Figure 2 illustrates three equivalent representations of a
dynamic graph: (a) a sequence of temporally ordered snap-
shots, (b) a concatenated adjacency matrix across time, and
(c) the corresponding adjacency list format. In the matrix
view, each entry denotes the presence (1) or absence (0)
of an edge at a specific time step, while the adjacency list
explicitly enumerates neighbors per node per timestamp. As
highlighted by the red boxes, core nodes—especially those
involved in coordinated activities such as phishing—often
exhibit persistent or gradually evolving local structural motifs
across consecutive snapshots. These recurrent patterns are
consistently captured in both representations and constitute
critical behavioral signatures for anomaly detection.

To address these issues, we observe that the adjacency list
representation naturally encodes the sequential evolution of
node neighborhoods without requiring explicit graph trans-
formation. Unlike the concatenated adjacency matrix, which
becomes prohibitively large and sparse with increasing time
steps, the adjacency list remains compact, scalable, and rich
in fine-grained spatio-temporal detail. Therefore, we formulate
dynamic graph generation as the autoregressive synthesis of
adjacency lists conditioned on historical snapshots. This en-
ables direct modeling of how neighborhoods expand, contract,
or rewire over time, supporting high-fidelity simulation of local
dynamics critical for downstream phishing detection.

Motivated by these insights, GRAPHFLOWGEN jointly
learns spatio-temporal evolution in an end-to-end manner,
avoiding intermediate graph transformations or adversarial
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Fig. 4: Illustrations of the dynamic network’s structural evolution, with the leftmost portion representing the original graph
structure of the previous snapshot (t−1); the middle section depicting a generated subgraph; and the right portion showing the
predicted graph for the next snapshot (t). This visualization reveals two potential issues with the current generation approach:
firstly, event-based graph generation methods have a notable probability of producing two independent subgraphs, as exemplified
by the case where red dashed lines are removed; secondly, concatenation-based graph generation methods relying on conditional
probabilities may result in an excessive number of erroneous links between subgraphs, such as red dashed lines connecting
implausible node pairs.

training. The next section details our architecture.

IV. OUR METHOD: GRAPHFLOWGEN

To address the challenges in modeling dynamic graphs for
blockchain phishing detection, we propose GraphFlowGen,
an end-to-end deep generative framework designed to capture
both structural and temporal dynamics in transaction networks.

A. Overview

In this section, we provide an overview of our method
as illustrated in Figure 5. GraphFlowGen is an end-to-end
deep generative framework specifically designed to address
the severe class imbalance in blockchain phishing detection
by synthesizing realistic minority-class dynamic graphs. The
model integrates three core components to jointly capture
structural and temporal dynamics in Ethereum transaction
networks, directly tackling the fundamental challenges of
temporal coherence, topological fidelity, and behavior-aware
dynamics.

• Time Sequence Encoder: To ensure temporal co-
herence, this module processes chronologically ordered
global statistics from historical snapshots using a multi-
layer Transformer architecture. By incorporating posi-
tional encodings and a hybrid mean-max pooling strategy,
it effectively captures both long-term trends and transient
bursts, crucial for modeling the temporal signatures
of anomalous phishing behaviors. This prevents the
generation of temporally inconsistent snapshots that could
mislead downstream detectors.

• Graph Structural Encoder: To preserve topological fi-
delity, this component encodes the local topology of each

graph snapshot by learning context-aware node represen-
tations through multi-head attention over adjacency struc-
tures. It preserves fine-grained neighborhood evolution
patterns, enabling the model to reconstruct sparse yet
meaningful motifs commonly associated with phishing
accounts. This ensures that synthetic phishing subgraphs
exhibit authentic structural characteristics, rather than
being generated via heuristic rules that might miss critical
topological anomalies.

• Graph Generation Mechanism: To support behavior-
aware dynamics, this mechanism frames graph synthesis
as a Markov Decision Process, autoregressively construct-
ing adjacency lists conditioned on fused spatio-temporal
embeddings. A reward function combining structural
similarity and connectivity encourages the generation
of coherent, high-fidelity subgraphs while minimizing
isolated components or spurious edges. This iterative
RL-guided process ensures that the synthetic graphs not
only look realistic but also exhibit nuanced behavioral
patterns essential for training effective phishing detectors.

By unifying temporal reasoning, structural attention, and
policy-driven optimization, GraphFlowGen generates syn-
thetic dynamic graphs that faithfully replicate real-world
phishing interaction patterns, thereby directly addressing
the data scarcity issue and enabling effective data augmen-
tation for downstream anomaly detection tasks. This approach
overcomes the limitations of label-dependent or fixed-time-
range methods, making it particularly suitable for augmenting
limited phishing samples in highly imbalanced blockchain
environments.
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Fig. 5: Overview of GraphFlowGen. The framework integrates (i) a Transformer-based Time Sequence Encoder for temporal
context, (ii) a GAT-based structural encoder for local neighborhood representation, and (iii) an RL-driven autoregressive
generator that synthesizes realistic dynamic graphs via adjacency list prediction.

B. Time Sequence Encoder

To effectively capture long-term temporal dependencies
in the evolution of dynamic networks, we design a Time
Sequence Encoder based on the Transformer architecture. This
module models the global statistical features of historical
snapshots, learning complex contextual patterns in the time
series to provide critical temporal prior information for sub-
sequent graph structure generation. Specifically, the input to
this module is a set of historical snapshot features arranged in
chronological order, forming a time series matrix Xt ∈ RL×N ,
where L represents the sequence length and N denotes the
feature dimension for each time step. These features, extracted
and standardized during preprocessing, include normalized
timestamp, number of nodes, number of transactions, and total
transaction volume, ensuring training stability.

Before feeding the input into the Transformer layers, we
augment it with positional encodings to inject information
about the relative or absolute position of each time step
in the sequence. This is essential because the self-attention
mechanism itself is permutation-invariant and would otherwise
be unable to distinguish the temporal order of snapshots. The
positional encodings are added directly to the projected input
embeddings:

H(0) = XtWe + be +P, (1)

where We ∈ RN×Dh and be are learnable parameters, Dh is
the hidden dimension, and P ∈ RL×Dh denotes the sinusoidal
positional encoding matrix.

This representation is then processed by a multi-layer
Transformer encoder. Each layer consists of a Multi-Head
Self-Attention mechanism followed by a position-wise Feed-
Forward Network, with residual connections and Layer Nor-
malization applied throughout to stabilize training and mitigate
gradient vanishing. The self-attention mechanism allows the
model to dynamically attend to relevant time steps, regardless
of their distance in the sequence, thereby capturing both short-
term fluctuations and long-term trends.

The encoder outputs a contextualized temporal feature se-
quence Ht ∈ RL×Dh , where each time step’s representation

aggregates information from the entire input window. Rather
than relying solely on average pooling-which may dilute
critical transient signals like sudden surges associated with
phishing activities-we adopt a hybrid aggregation strategy.
Specifically, we compute the global temporal summary vector
ht ∈ RDh by concatenating the mean-pooled and max-pooled
representations:

ht = MLP

([
1

L

L∑
l=1

Ht[l]
∥∥ max

l=1,...,L
Ht[l]

])
, (2)

where ∥ denotes concatenation and MLP is a lightweight two-
layer perceptron that fuses the complementary statistics. This
design preserves both the overall trend and salient peaks in
the temporal dynamics, which is crucial for detecting rare but
high-impact events such as phishing attacks.

This vector serves as a key input for subsequent feature
fusion and prediction tasks. The choice of Transformer is mo-
tivated by its ability to model arbitrary-range temporal depen-
dencies in parallel while adaptively focusing on informative
moments in the sequence-properties particularly well-suited
to the irregular and bursty nature of blockchain transaction
data. Experimental results demonstrate that the Time Sequence
Encoder significantly enhances the model’s ability to predict
network evolution trends, especially in scenarios involving
abrupt structural changes or anomalous activity.

C. Graph Structural Encoder

To effectively model the topological structure and node
interactions within each snapshot of a dynamic network, we
employ a GAT as the graph structure encoder. This module
leverages node features and connectivity patterns in the current
snapshot to learn context-aware node representations, captur-
ing local structural patterns and latent behavioral semantics.
For a given snapshot t, the graph is defined by a node set Vt, an
edge set Et ⊆ Vt × Vt, a node feature matrix Xg ∈ RN×Dn ,
and an adjacency matrix A ∈ {0, 1}N×N , where N = |Vt|
denotes the number of nodes in the snapshot, and Dn = 4
represents the feature dimension per node. Initially, the raw
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node features are transformed into a high-dimensional latent
space via a linear embedding with a ReLU activation:

H(0) = ReLU(XgWg + bg), (3)

where Wg ∈ RDn×Dh and bg ∈ RDh are learnable pa-
rameters, and H(0) ∈ RN×Dh represents the initial node
embeddings, with Dh as the hidden dimension. Subsequently,
a multi-layer, multi-head attention mechanism is employed for
message passing. For the k-th attention head, the attention
coefficient for node i with respect to its neighbor j is computed
as:

α
(k)
ij =

exp
(
LeakyReLU

(
a(k)⊤[Wkhi||Wkhj ]

))∑
j′∈N (i) exp

(
LeakyReLU

(
a(k)⊤[Wkhi||Wkhj′ ]

))
(4)

where Wk ∈ RDh×D′
h is a head-specific linear transformation

matrix, a(k) ∈ R2D′
h is a learnable attention vector, || denotes

vector concatenation, and N (i) represents the neighborhood
of node i. The output of each attention head is computed as:

h
′(k)
i =

∑
j∈N (i)

α
(k)
ij Wkhj . (5)

The outputs from all K attention heads are combined, either
by concatenation (for intermediate layers) or averaging (for the
final layer), to produce the updated node representation:

h′
i =

{
∥Kk=1h

′(k)
i , if not last layer,

1
K

∑K
k=1 h

′(k)
i , if last layer,

(6)

where K is the number of attention heads. After Lg layers
of GAT encoding, the final output is a context-enhanced
graph representation Hg ∈ RN×Dh , which integrates both
the node’s own features and structural information from its
multi-hop neighborhood. This representation is well-suited for
subsequent feature fusion and dynamic evolution prediction
tasks. This design leverages the expressive power of attention
mechanisms to model heterogeneous interactions within the
graph structure, enabling the model to automatically focus
on critical neighboring nodes. It demonstrates strong repre-
sentational capabilities for tasks such as phishing account
identification and anomalous fund flow detection. Additionally,
the module supports variable-length node inputs, accommodat-
ing changes in network scale across different snapshots, thus
ensuring excellent scalability.

D. Graph Generation Mechanism

To refine the graph generation process and ensure high-
fidelity outputs that preserve both structural and temporal
properties, we integrate a reinforcement learning (RL) module
into GraphFlowGen. This module models the generation of
the next snapshot Ĝt as a Markov Decision Process (MDP),
where the agent iteratively builds an adjacency list represen-
tation of the graph. Unlike traditional approaches that rely on
random walks or subgraph splicing, our RL-based mechanism
autoregressively constructs the graph conditioned on the fused
spatio-temporal representation H ′

f , addressing key limitations
in capturing local dynamics and temporal continuity.

The MDP is defined as follows:
• State sk: The current partial adjacency list of Ĝt, rep-

resented as a dictionary where keys are node IDs and
values are lists of connected neighbors. Additionally, the
state includes the fused embedding H ′

f concatenated with
a GNN-encoded summary of the partial graph using a
lightweight GAT layer for efficiency, updated after each
action to capture dependencies.

• Action ak: A tuple (expand node, is new, neighbor id),
where expand node ∈ {0, . . . , Ncurrent − 1} selects an
existing node from the partial graph to expand, is new ∈
{0, 1} indicates whether to add a new node or connect to
an existing one, and neighbor id ∈ {0, . . . , Ncurrent − 1}
specifies the neighbor if is new = 0. If is new = 1,
neighbor id is ignored and a new ID is auto-assigned.

• Transition: Deterministic; the partial adjacency list is
updated by adding the edge expand node → neighbor id
or introducing a new node with that edge.

• Reward rk: A dense, multi-component signal to guide
learning and mitigate sparse feedback:

Rsim = cos(f(Ĝt), f(Gt−1)), (7)

Rconn = log

(
1 +

|largest component(Ĝt)|
Ntarget

)
, (8)

where Rsim measures structural similarity between Ĝt and
Gt−1, it employs Cosine Similarity, measuring directional
alignment rather than Euclidean distance. This effectively
allows the model to generate significant scale bursts with-
out penalty, provided the underlying topological pattern
remains consistent, thus preventing over-smoothing. Rconn
provides a connectivity bonus. f(·) denotes a graph repre-
sentation learner used to map a graph snapshot to a latent
embedding vector. Specifically, f(G) is implemented as a
lightweight GAT layer followed by a global mean pooling
operation:

f(G) = MeanPooling(GAT(G)) (9)

This allows Rsim to quantitatively measure the cosine
similarity between the global structural representations of
the generated graph Ĝt and the target predecessor Gt−1.
The reward function is given by:

rk = λsimRsim + λconnRconn + δ, (10)

where λsim = 0.7, λconn = 0.3, and δ is a small
intermediate penalty for overly long trajectories. These
hyperparameters were determined empirically based on
validation set performance. We assign a dominant weight
to λsim (0.7) to prioritize temporal coherence, while
setting λconn (0.3) as an auxiliary regularizer to ensure
graph connectivity.

The policy πθ(ak|sk) is parameterized by a neural network
that takes the state embedding and outputs action probabilities
(softmax over the discrete space). To address the high variance
inherent in vanilla REINFORCE due to episode-end rewards,
we employ REINFORCE with a learned baseline: an input-
dependent value function Vϕ(sk) subtracts from the return
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Gk =
∑K

i=k γ
i−kri to form advantages Ak = Gk − Vϕ(sk).

This technique stabilizes training by centering updates around
zero-mean advantages.

Training optimizes the policy via policy gradients:

LRL =− Eτ∼πθ

[∑
k

Ak log πθ(ak|sk)

]
+ (11)

βE
[
(Gk − Vϕ(sk))

2
]
,

where the second term represents the value function loss, and
β = 0.5 balances policy and value learning. The full fine-
tuning loss combines this with supervised terms:

Lfinetune = LRL + λnodeLnode + λsumLnode sum, (12)

where Lnode = MSE(Ntarget, |Vt|) predicts target nodes, and
Lnode sum aggregates cumulative counts. While Rsim ensures
structural fidelity, the supervised loss Lnode drives dynamic
evolution. By strictly enforcing the target graph size predicted
by the Time Sequence Encoder, Lnode explicitly overrides the
inertia from the previous snapshot to simulate transient bursts.

Graph generation starts from an empty adjacency list with
a single core node sampled from high-degree nodes in Gt−1

to preserve continuity. During inference, greedy temperature-
scaled sampling is used for diversity.

In summary, GraphFlowGen provides a comprehensive
end-to-end solution for generating realistic dynamic graphs
in blockchain transaction networks, addressing key chal-
lenges in temporal coherence, topological consistency, and
behavior-aware dynamics through its integrated components:
a Transformer-based Time Sequence Encoder for capturing
long-term dependencies, a GAT-based Graph Structural En-
coder for modeling local topologies, and an RL-driven au-
toregressive generation mechanism for high-fidelity synthesis.
This framework not only mitigates data imbalance in phishing
detection but also ensures scalability and fidelity in down-
stream tasks. For a concise algorithmic overview, we present
the pseudocode of GraphFlowGen in Algorithm 1.

E. Complexity Analysis

The computational complexity corresponds to the three
primary modules. The Transformer-based Time Sequence En-
coder has a complexity of O(L2 · d), where L is the sequence
length and d is the hidden dimension. Given that L represents
the number of historical snapshots (typically small), this cost is
low. The GAT-based Structural Encoder scales as O(|V |+|E|),
which is linear with respect to the graph size, making it
suitable for sparse blockchain networks. The RL generation
process involves autoregressive decision-making steps propor-
tional to the size of the synthesized subgraph, ensuring the
overall framework remains computationally feasible.

V. EXPERIMENT RESULTS AND ANALYSIS

A. Experimental Setup

We evaluate GraphFlowGen on three real-world dynamic
graph datasets spanning distinct domains, comparing it against
representative state-of-the-art baselines. All experiments are
implemented in Python with PyTorch and run on a machine

Algorithm 1 GraphFlowGen

Require: Historical snapshots {G1, . . . , Gt−1}, phishing seed
nodes S, time-series features Xt, node features Xg

Ensure: Synthetic snapshot Ĝt = (V̂t, Êt, X̂t)
1: // Step 1: Temporal Encoding
2: Extract global temporal features from {Gi}t−1

i=1 into Xt

3: Compute temporal context vector ht using the Time
Sequence Encoder (Eq. 2)

4: // Step 2: Structural Encoding
5: Encode local topology of Gt−1 using GAT to obtain node

embeddings Hg (Eq. 3–6)
6: // Step 3: Feature Fusion
7: Fuse ht and Hg into joint spatio-temporal embedding Hf

8: // Step 4: RL-based Autoregressive Generation
9: Initialize partial graph Ĝt with a core phishing seed node

from S
10: for each generation step until convergence do
11: Sample next action (add node or edge) via policy πθ(· |

s)
12: Update state s (current adjacency list)
13: Compute reward r = λsimRsim +λconnRconn (Eq. 7–10)
14: Update policy parameters θ using REINFORCE with

baseline (Eq. 11)
15: end for
16: return Ĝt

equipped with an NVIDIA RTX 3060 Laptop (6GB VRAM),
Intel Core i7-11800H CPU, and 16GB RAM.

The datasets are:

• Ethereum [14]: A blockchain transaction subgraph for
phishing detection, containing 1,660 phishing and 14,940
benign accounts (10% minority class). Used to assess
synthetic data augmentation for anomaly detection.

• Stack Overflow (SO) [34]: A sparse, power-law user
collaboration network from Q&A interactions, ideal for
evaluating local motif preservation.

• Wikipedia [35]: A denser editing network with bursty,
hierarchical interaction patterns, testing the model’s abil-
ity to capture evolving collaborative structures.

To construct the discrete-time dynamic graph sequence, con-
tinuous interaction data is discretized into snapshots using a
fixed time window. In our experiments, we set the time interval
∆t to 24 hours, aggregating all transactions within each day
into a single snapshot Gt. Each dataset is chronologically
split into 70% training, 10% validation, and 20% test sets.
For Ethereum, GraphFlowGen is trained only on snapshots
containing at least one phishing node, and synthetic graphs
are generated to alleviate class imbalance.

We compare against four baselines:

• TAGEN [9]: Generates graphs via temporal random
walks and local perturbations.

• TIGGER-I/T [10]: Inductive (I) and transductive (T)
variants modeling continuous-time node embeddings.

• DGGEN [27]: A probabilistic point-process model that
jointly generates node pairs, timestamps, and edges.
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TABLE I: Static structural statistics on Ethereum, SO, and Wikipedia datasets.

Dataset Method Mean degree Claw count Wedge count Power law LCC

Ethereum

Original 1.5453 102.7929 21.7107 2.1453 6.2036
GraphFlowGen 1.5894 106.42 22.83 2.1098 7.2036
TAGEN 1.7841 220.3 38.6 2.4873 68.5
TIGGER-I 1.1495 11.56 7.37 2.9253 3.5475
TIGGER-T 1.1595 11.45 7.40 3.4765 3.5200
DGGEN 1.0589 0.38 6.50 2.6554 2.0000

SO

Original 1.9004 2328.17 260.61 2.1969 140.5062
GraphFlowGen 1.8631 2184.3 241.8 2.2234 163.1553
TAGEN 2.6842 4872.1 612.4 2.6871 1250.3
TIGGER-I 1.5123 892.6 104.3 2.7345 80.3478
TIGGER-T 1.4891 874.2 98.7 2.8123 79.7249
DGGEN 1.1087 124.5 18.2 3.1568 45.2983

Wikipedia

Original 1.7645 1260.55 146.22 2.1969 76.0748
GraphFlowGen 1.2407 1250.96 140.15 2.1972 88.3378
TAGEN 2.3218 3421.8 489.7 2.9124 782.6
TIGGER-I 1.4231 487.2 62.8 2.6451 43.5030
TIGGER-T 1.3987 472.9 59.4 2.7893 43.1658
DGGEN 0.9876 38.7 8.1 3.4237 24.5260

These methods cover major paradigms in dynamic graph
generation—random-walk-based, embedding-based, and
point-process-based—enabling a comprehensive comparison.

All baselines are evaluated using their official codebases1

with default hyperparameters; only the random seed and GPU
device are adjusted for compatibility.

GraphFlowGen uses PyTorch 2.0 and Python 3.10. Its
architecture includes a 4-layer Transformer encoder (8 heads,
256-dim hidden state) and a 2-layer GAT (4 heads per layer).
Training uses Adam (lr=0.001, batch size=32) for 100 epochs.
Graph statistics are computed with NetworkX.

To measure structural fidelity, we report four standard
metrics on the aggregated test-period graph:

• Mean degree: average node degree, indicating overall
density;

• Claw count: number of K1,3 star motifs, common in
hub-centric behaviors;

• Wedge count: number of length-2 paths, reflecting local
clustering;

• Power-law exponent: tail exponent of the degree distri-
bution, capturing scale-free structure;

• LCC: average size of the largest connected component
per snapshot, reflecting preservation of coherent local
connectivity.

For each metric, we report the absolute value on the synthetic
graph and its relative deviation from the original, enabling
quantitative assessment of realism.

B. Static Structural Fidelity

To comprehensively evaluate the structural fidelity of gen-
erated dynamic graphs, we report four representative statis-
tics—mean degree, claw count, wedge count, and power-
law exponent—across three real-world benchmarks: Ethereum,
Stack Overflow, and Wikipedia. These datasets exhibit diverse
interaction patterns, sparsity levels, and temporal dynamics,
providing a meaningful setting for assessing generalization.

As shown in Table I, GraphFlowGen achieves consistently
low relative errors across all three domains. On Ethereum and
SO—both sparse networks with heavy-tailed degree distribu-
tions—it closely matches the original graphs in terms of local
motifs and global topology. On Wikipedia, while the mean
degree error is relatively higher (29.%), likely due to the
dataset’s dense and bursty editing behavior, GraphFlowGen
still preserves higher-order structures remarkably well, with
claw count and power-law exponent deviating by less than
1%.

This consistent performance can be attributed to several de-
sign choices that aim to better align the generative process with
common structural patterns in dynamic networks. In particular,
GraphFlowGen models node neighborhoods autoregressively
via adjacency lists, which naturally supports the generation of
star-like structures often observed in phishing or expert-driven
interactions. This contrasts with approaches such as TAGEN,
which relies on local random walks without explicit control
over node reuse across time steps. As a result, TAGEN may
generate an excess of leaf nodes to fit short-term interaction
frequencies, leading to inflated claw counts and denser-than-
expected subgraphs.

1TG: https://github.com/davidchouzdw/TagGen; TIGGER: https://github.
com/data-iitd/tigger; DGGEN: https://github.com/ryienh/DGGen
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Similarly, DGGEN adopts a point-process framework that
samples node pairs globally and generates edges independently
based on continuous-time embeddings. While this formula-
tion offers flexibility in modeling event timestamps, it does
not explicitly encode dependencies among edges sharing a
common center node. Without constraints to encourage local
connectivity or differentiate hub versus peripheral roles, the
resulting graphs tend to fragment into isolated components, as
reflected in the substantially reduced claw counts across all
datasets.

TIGGER variants, though capable of capturing temporal
evolution through continuous-time embeddings, appear to pri-
oritize trajectory-level likelihood over motif-level consistency.
Consequently, they reproduce average degrees reasonably well
but underrepresent multi-hop structures like wedges and claws,
suggesting limited propagation of neighborhood information
across time slices.

In contrast, GraphFlowGen integrates temporal context via
a Transformer-based memory mechanism and spatial depen-
dencies through a GAT-style attention module, allowing it to
jointly model recurrent interaction patterns and local clustering
tendencies. Additionally, the use of reinforcement learning
with structural similarity rewards provides an auxiliary signal
that encourages the preservation of key topological properties
during training—complementing the primary likelihood objec-
tive.

Overall, these design elements enable GraphFlowGen to
generate dynamic graphs that more closely resemble the struc-
tural characteristics of real-world networks across different
domains, including those with rare but structurally significant
behaviors such as phishing campaigns.

C. Dynamic Temporal Fidelity

To assess the capacity of GraphFlowGen to model the
underlying mechanisms of structural evolution in dynamic
graphs, we conduct a comparative analysis with TIGGER.
Rather than comparing absolute metric values, we emphasize
the alignment of temporal trajectories, as these better reflect
an algorithm’s understanding of network dynamics.

We examine three structurally informative time-series met-
rics: wedge count, LCC size, and claw count. These capture
local clustering, global connectivity, and hub-centric motifs,
respectively, offering a multi-scale view of graph evolution.

In the wedge count trajectory, the original Ethereum data
exhibits pronounced non-stationary behavior, characterized
by sharp, pulse-like bursts during early phases followed by
extended periods of low activity. GraphFlowGen closely re-
produces this pattern, aligning well with both the timing
of peaks and the subsequent decay rates, while preserving
the quiescent baseline in later stages. In contrast, TIGGER
generates a smoother overall trend but shows noticeable lag
at critical transition points—particularly during abrupt struc-
tural surges—suggesting limited sensitivity to rapid, transient
changes.

For LCC size, the ground-truth sequence follows a dis-
tinct macro-evolutionary logic: rapid formation of a domi-
nant component in the initial phase, relative stability during
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Fig. 6: Time-series trajectories of key structural metrics on the
Ethereum dataset.

mid-sequence, and gradual fragmentation toward the end as
interactions become sparser. GraphFlowGen effectively mir-
rors this three-stage progression. Interestingly, TIGGER also
demonstrates reasonable performance on this metric: although
its trajectory is somewhat dampened in amplitude, it maintains
correct phase alignment and avoids spurious connectivity, indi-
cating robustness in modeling large-scale topological stability.

Finally, in the claw count—which reflects sparse, bursty
appearances of star-shaped motifs centered around influen-
tial nodes—the original data displays irregular, non-periodic
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TABLE II: Ablation study on Ethereum.

Method Avg. Loss ↓ Parameters Inference

GraphFlowGen (full) 4.9123 371204 28.4
w/o Transformer 5.3372 293676 24.1
w/o GAT 5.3141 77528 19.7
w/o Fusion 5.3955 207752 22.3

spikes of varying magnitudes. GraphFlowGen successfully
captures both the timing and heterogeneity of these rare
events, whereas TIGGER tends to either smooth out or miss
minor peaks, likely due to its reliance on continuous-time
embeddings that favor regularity over sparsity.

In summary, GraphFlowGen exhibits stronger expressive-
ness in modeling fine-grained, multi-scale structural dynamics,
particularly in capturing transient bursts and non-stationary
transitions.

D. Ablation Study

To investigate the contribution of each component in Graph-
FlowGen, we conduct systematic ablation experiments on the
Ethereum dataset. Specifically, we evaluate three variants: (i)
GraphFlowGen w/o Transformer, where the Transformer
encoder is replaced by a simple MLP with the same hid-
den dimension; (ii) GraphFlowGen w/o GAT, where graph
attention layers are removed and only temporal features are
processed; and (iii) GraphFlowGen w/o Fusion, where the
late-fusion module that integrates temporal and structural
embeddings is disabled, and only concatenated features are
fed to the decoder. All variants share the same reinforcement
learning reward and training schedule as the full model.

As reported in Table II, removing any single component
leads to a noticeable performance degradation, underscoring
their complementary roles. The Transformer encoder con-
tributes the most significant improvement: its absence in-
creases the average loss by 8.65% (from 4.9123 to 5.3372),
despite reducing the parameter count by 21%. This confirms
its critical role in capturing long-range temporal dependencies
across hundreds of snapshots, which is essential for modeling
the recurrent interaction patterns observed in phishing cam-
paigns.

The graph structural encoder also proves indispensable,
achieving a 8.18% loss increase when removed (5.3141).
Although this variant has the fewest parameters (77,528),
its substantial performance drop highlights the necessity of
explicit neighborhood attention for reconstructing sparse, star-
shaped fraud topologies. The fusion mechanism, while con-
tributing the smallest individual gain (loss rises to 5.3955, a
9.84% relative increase), remains crucial for seamless integra-
tion of temporal and structural cues; without it, the decoder
receives mismatched representations that impair autoregressive
stability.

These results collectively validate that the superior fidelity
of GraphFlowGen arises from the synergistic interplay of
its three core components rather than any single module.
The reinforcement learning reward, shared across all variants,

TABLE III: Phishing detection performance on Ethereum test
set using GAT+LSTM classifier. Synthetic phishing snapshots
are added for augmentation.

Method Precision Recall F1-score Accuracy

Original only 0.83 0.90 0.86 0.8406
+ GraphFlowGen 0.88 0.93 0.90 0.8806
+ TIGGER-I 0.85 0.89 0.87 0.863
+ TIGGER-T 0.86 0.88 0.87 0.866

further amplifies these gains by directly optimizing structural
similarity throughout training.

E. Downstream Phishing Detection Performance

In real-world blockchain networks, anomaly detection is
often compromised by extreme class imbalance—phishing
accounts, though highly consequential, constitute only a small
fraction of all entities. To evaluate whether synthetic graph
generation can enhance detection performance under such
conditions, we conduct a case study on the Ethereum trans-
action network, where labeled phishing nodes are treated as
anomalies.

The dataset contains 16,600 nodes in total, with 1,660 (10%)
identified as phishing accounts. We use this labeled set as
our evaluation benchmark and apply data augmentation solely
during training. Specifically, we employ GraphFlowGen to
generate realistic temporal neighborhoods that capture char-
acteristic phishing patterns and incorporate these synthetic
samples into the training data. Crucially, the test set remains
unchanged and consists only of original, real-world nodes,
ensuring a fair assessment of generalization capability.

Node representations are derived from the encoder of the
trained generative model and fed into a logistic regression
classifier. We report four standard metrics: Precision, Recall,
F1-score, and Accuracy, with results summarized in Table III.

As shown in Table III, augmenting the training data with
graphs generated by GraphFlowGen yields consistent improve-
ments across all metrics. Our method achieves a Precision of
0.88, Recall of 0.93, and an F1-score of 0.90, outperforming
the “Original only” baseline by +0.04 in F1-score and +0.04 in
Accuracy. In comparison, augmentations based on TIGGER-
I and TIGGER-T provide only marginal gains, highlighting
the importance of preserving both structural fidelity and tem-
poral dynamics in synthetic graphs for downstream anomaly
detection.

VI. CONCLUSION

In this paper, we propose GraphFlowGen, an end-to-end
deep generative framework that successfully overcomes the
limitations of existing dynamic graph models for blockchain
phishing detection. By jointly extracting structural-temporal
contexts in preprocessing, fusing Transformer encoders with
Graph Attention Networks to capture recurrent patterns, and
employing reinforcement learning for optimization, Graph-
FlowGen generates high-fidelity graphs with superior struc-
tural similarity, temporal continuity, and degree distribution
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alignment. Experiments on real Ethereum datasets show sig-
nificant improvements in simulating rare phishing events,
effectively addressing severe data imbalance and enhancing
downstream fraud detection.

Future work will extend GraphFlowGen to incorporate
multi-modal features and scale to larger heterogeneous graphs,
further advancing generative modeling for proactive security
in decentralized networks.
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